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WELCOME 

Delegate, welcome to our annual event known as HOPEMUN 2020. It’s a delight to have 

you here to participate and get an unforgettable experience. You will undergo through some hard 

tasks like debating with people you’ve never met, stay presentable and diplomatic at all times 

and know how to make and answer questions that show the knowledge that you have obtained 

through research.  

In this committee, you will discuss with an objective mind to find a proper and fully 

developed solution. You will need to be patient, a hard worker and most importantly, someone 

who pays attention to all details and searches deeper than what is already shown. 

We wish you the best of luck and there’s no hesitation that you will all do an outstanding 

job and have fun along with us. If you have any questions, don’t be afraid to contact our team:  

Chair : dgonzalez@plenus.edu.mx Co-Chair: ecolunga@plenus.edu.mx 

 

INTRODUCTION 

Cybersecurity is the process of preventing and detecting unauthorized use of a computer 

system. It’s the protection from theft of or any type of damage to hardware, software, or 

electronic data, as well as from the disruption or misdirection of the services that the electronics 

provide.  

The topic that this committee has this year, Enhancing International Government 

Cybersecurity, is a topic that is complex seeing how it is on an international basis. Governments 

all around the world are facing increasing numbers of cybersecurity incidents. They mostly focus 

 

mailto:dgonzalez@plenus.edu.mx


ENHANCING INTERNATIONAL GOVERNMENT CYBERSECURITY 3 

on how to manage cybersecurity threats and deal with the aftermath of cybersecurity incidents- 

and not how to prevent them. For all governments worldwide, the most common cybersecurity 

threat is the risk of confidential information being accessed and potentially misused by someone 

who shouldn’t have it in the first place.  

Many things could go wrong if the security is breached, so it is a main priority to enhance 

and develop cybersecurity further for the government as soon as possible.  

 

GROUND RULES 

There is a set of rules in this committee as in every other one. This is so everyone can 

have the best experience. There’s no doubt that you will do a great job as long as you follow 

these next rules:   

1. Be respectful. Be respectful to your fellow delegates and your moderators at all times.  

2. Be perceptive. There will be a lot of opinions, you will have to listen and understand with 

sensitivity.  

3. Be refined. This is a formal event, stay serious and presentable.  

4. Know your times. Know when you can speak and when you cannot. Arrive on time as 

lateness will not be tolerated.  

5. Spanish will not be allowed at any time in the debate.  
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SETTING THE ISSUE  

Not that long ago, it was thought that with the right firewalls, antivirus packages and 

encryption tools  in place, cybersecurity was perfect. Government’s focus was on other elements 

that were important for running a government properly. 

The acts of cybercrime are normally heavily damaging to one’s nation. They make 

headliners or even get a whole page dedicated to its level of crime, it’s effects and how people 

reacted to it. Information and communication technologies become more common for the 

government and something they use daily, they have all types of information flowing across the 

Internet and between technological devices. Thus, it has created a wider range of cyber threats 

and anyone with the resources, tools and knowledge in technology can obtain it in a short 

amount of time.  

 

HISTORICAL BACKGROUND 

In the 1990s, the internet grew at an amazing speed. Technology was getting “smarter” 

and so were the people. Hackers started to play “pranks” on the people and their nation as a 

small amount of criminals started exploring the possibility to commit crimes through the 

cyberspace. This small group, soon developed into a larger one. They saw how cybercrime could 

get them money and eventually joined the action by people or even governments contracting 

hackers to use their knowledge to send an attack or get them information to add to their power.  
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RELEVANCE IN TODAY’S WORLD  

We’re living in a far more technologically-advanced world than we were a decade ago. 

Hackers and all types of third parties that shouldn’t have sensitive information, can get it easily 

through technology now. Any type of leak in the cyber community can cause damage to a 

country’s infrastructure. With the increased dependence on IT systems to manage important and 

critical information, people with skills in technology, see greater opportunity to damage a 

nation’s functionality through cyberspace. 

 

IMPORTANT EVENTS  

- August 2019. Huawei technicians provided support tracking down political rivals in 

Africa and also decrypting hidden communications. 

- October 2019. A hacking campaign that was sponsored by the state of Georgia, took 

down more than 2000 websites, as well as government and court websites. 

- October 2019. Iranian hackers performed attacks in opposition of the Trump campaign, in 

addition of journalist, Iranians living abroad, and U.S government officials. 

- October 2019. At the end of 2019, hackers from China were caught targeting government 

buildings and agencies all around Southeast Asia. 

 

PREVIOUS ATTEMPTS AT SOLUTIONS  

- The United Kingdom (U.K.) passed a policy that invests $2.3 billion in cybersecurity for 

the next five years. The policy states that companies need to improve security to reduce 

risk to the public and GOs.  
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- India implemented a policy (2013) that requests from the government to make financial 

encouragement for businesses to reach the nation’s cybersecurity expectations.  

- Australia developed a cybersecurity strategy in April that creates working cyber threat 

sharing centers and an online cyber threat sharing portal to refine knowledge, analytics 

and acknowledgement capability.  

- China passed a troublesome policy with strict restrictions of the use of the internet.  

THE COMMITTEE’S MISSION  

This committee’s mission is to develop and improve the security methods that are already 

being implemented or find new ways of cybersecurity for the government. The government 

should be ensured proper safety and security of all their stored online data.  

 

IMPORTANCE OF SOLVING THE ISSUE  

Cybersecurity is extremely important to the government- they keep sensitive civilian and 

national-security data in their information systems. If the websites get hacked or attacked in any 

type of form, all the information could go into the wrong hands and it would not only make the 

government insecure, but the civilians as well.  

 

ADDITIONAL INFORMATION  

Your position papers must be clear and understandable with at least one solution that is 

well explained. The information provided should be viable and on topic at all times. Remember 

to back up your arguments, have information about other countries and to not use personal 

pronouns in the debate.  
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COUNTRIES  

1. United States of America 

2. Canada  

3. Russia  

4. United Kingdom  

5. France 

6. China 

7. Singapore  

8. Spain  

9. Iran  

10. Malaysia  

11. Japan  

12. Germany  

13. Vietnam  

14. Taiwan  

15. Mexico  

16. Australia  

17. Estonia  

18. Norway  

19. India  

20. South Korea 
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